EncryptDisc
CD/DVD Media with Built In Burning and Encryption

The one-step solution to secure data sharing and archival, EncryptDisc™ makes it easy to quickly and reliability
use encrypted CD and DVDs. (Blu-ray coming soon) EncryptDisc is a fully integrated solution of high quality
Imation brand CD and DVD media with built-in disc burning and government strength encryption from
ENCRYPTX imaged on to the disc. No software to install or need to use third party burning and encryption
software—everything is on your PCthe optical media.

¢ Easy to use
Simply insert the disc and establish a password when prompted, there’s even password recovery if the disc
creator forgets. Remote password recovery is an optional service

¢ Automatic, powerful encryption
With EncryptDisc you are guaranteed that your data is protected with government certified FIPS 140-2 Level
I AES 256 bit encryption. EncryptDiscs cannot be written in the clear.

* Securely share EncryptDiscs
Users can easily share EncryptDiscs from PC to PC either as closed (CD ROM) or open discs for additional
updates on the disc.

* Optional central management
Optional management software allows organizations to have fine grained security policy controls over how
EncryptDiscs can be used, by whom, in and out of network, with reauthorization intervals, and full forensics
audit tracking of what is stored on every EncryptDisc, the users that have access to them, and the events
associated with the use of the disc. EncryptDiscs can be remotely disabled by Administrators if they are lost
or stolen.

EncryptDisc™ is the only fully integrated optical media solution that allows enterprise users to securely and
conveniently record sensitive business data and archival records on low cost CD/DVD storage with administrative
control.

EncryptDisc Features

¢ Ultra durable, highest grade Imation® CD or DVD media
* Embedded software on the CD or DVD media. Burns and encrypts in one-step.
o  Built-in CD/DVD burning application
o Built-in US government certified FIPS 140-2 Level | AES 256 bit encryption
¢ Data saved to disc is automatically encrypted, user cannot write files in the clear
*  Leave discs open for adding/editing data on disc
¢ Close discs as CD ROM for archival/record integrity
* Integrated password recovery with guessing attack defeat mechanism
*  Optional remote password recovery service from secure web server
*  Optional revoke access to lost or stolen EncryptDiscs
*  Optional forensic audit tracking of EncryptDisc contents and usage
*  Disc format compatible with widest variety of CD and DVD drives

*  Works on Microsoft Windows 2000, XP Home, XP Professional, Vista (32 bit versions), Windows 7 (32 bit
versions), Server 2000, Server 2003 and Server 2008 (32 bit version)

Standard Edition
Protects individual CDs and DVDs, comes with hint-based password recovery.

Enterprise Edition
Adds web-based central administration software, administrator remote password recovery, network access
enforcement, auditing, and ability to revoke access if drive or media is lost or stolen. Choose from in-house
installed web-hosted.
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