
Rocky Mountain Ram is the authorized DOD DAR/GSA SmartBUY Vendor/IronKey 

Now that the Department of Defense USB flash drive ban has lifted, are you ready? 
One product has all the features required to once again give DoD users the mobility and 
convenience of USB flash drives(reference Communications Tasking Order 10-004A).  
The highest security extends all the way from the point of manufacture (where a secure 
supply chain prevents malware infections) to the field (where administrators can 
remotely manage drives and even wipe data). IronKey drives are Data at Rest (DAR) 
approved, and meet or exceed all stringent new DoD CTO requirements for flash media. 

Key features: 

• Security FIPS 140-2 Level 3 validated tamper-resistant and tamper-evident 
design that includes secure key management in hardware 

• Active malware defenses include AutoRun worm protection, a Read-Only mode 
that prevents infections from untrusted hosts, trusted network restrictions, and 
optional onboard AV/malware scanning 

• Trusted supply chain — all research and development performed in the USA and 
boards built and drives assembled in secure facilities in the USA 

• AES 256-bit hardware encryption in CBC mode automatically protects files 

Find out why FEMA, the Department of Homeland Security, NATO and other 
organizations trust IronKey USB flash drives to protect mobile data. For more 
information on the world’s most secure flash drive or to register for an IronKey webcast 
being held on March 17, 2010 at 2pm EST, visit IronKey at    
https://www.ironkey.com/dod-ban-
lifted?ik_c=ban_lifting&ik_t=email&ik_s=rockymountain 

Rocky Mountain Ram  is an IronKey Elite Federal Partner for Government agencies. 
Please visit Esi.mil for Contract FA8771-07A-0302 to view DAR Contract for purchase 
of IronKey approved products. To receive a price quote or to find out how you can 
evaluate IronKey in your agency please email lschaeffer@rockymtnram.com , 800-543-
0932, www.rockymtnram.com/govtsales   

 

 

 


